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Abstract—The growing need to maintain image authenticity stems from digital tools which enable users to change scanned documents without leaving visible proof of their alterations. The research paper presents a working watermarking solution which employs frequency-domain techniques through discrete wavelet transform (DWT) and discrete cosine transforms (DCT) and singular value decomposition (SVD) to create five different methods for watermarking and watermark retrieval. Users can operate the entire system through its cloud-based system which utilizes Google Colab to let users conduct experiments that they can repeat without requiring any software installation. The system provides a comprehensive process which starts from watermark creation to watermark implementation and to watermark retrieval and watermark authentication and attack simulation. The performance evaluation uses peak signal-to-noise ratio (PSNR) and mean squared error (MSE) and structural similarity index (SSIM) for image assessment and normalized cross-correlation (NCC) to measure system performance against different digital security threats which include compression attacks and noise attacks and cropping attacks and rotation attacks. The results show that the proposed system achieves a strong balance between imperceptibility and robustness, making it suitable for authenticating educational and administrative images.
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I. Introduction
Educational institutions, together with administrative offices and medical facilities, now require dependable methods to confirm document authenticity because they increasingly depend on digital documents and scanned materials, which can be altered through modern editing software without creating detectable traces of changes [1]. Digital watermarking has been one of the most effective ways to authenticate pictures today. It works by adding invisible data to a host image that can later be accessed to check its authenticity [2]. The distribution of watermarks across spectral coefficients while preserving a balanced security level against prevalent signal processing threats, including compression, noise addition, and geometric distortions, has led the research community to invest considerable efforts in examining frequency-domain watermarking techniques that employ Discrete Wavelet Transform (DWT), Discrete Cosine Transform (DCT), and Singular Value Decomposition (SVD) methods [3][4].

Even though technology has come a long way, the watermarking process for photographs that seem like documents still has a lot of problems. Most document photographs don't have a lot of visual redundancy to start with; thus, even a little bit of embedding strength may generate obvious distortion that makes the document hard to read [5]. Current watermarking techniques only use one transform domain, such as DWT, DCT, or SVD [6], so you can't have invisible watermarking and attack prevention at the same time. Most of the methods that have been described only function with medical photos or nature photography. They can't manage the particular authentication needs and quirks of administrative and educational documents. Nonetheless, hybrid methods that integrate DWT with DCT or DWT with SVD have effectively addressed these conflicting requirements [7].

A recent literature review [9] found that there are cloud-based watermarking frameworks for healthcare applications, but there aren't any cloud-based implementations that can handle several embedding modes and types of watermarks in one system that can be copied. Moreover, although certain studies have examined cryptographic hashing and blockchain-based verification methods for document authentication, minimal research has integrated multi-transform watermarking with a practical, no-installation cloud workflow specifically designed for academic documents such as transcripts, certificates, and administrative reports [11]. The absence of a unified system that combines multi-mode frequency-domain embedding, multiple watermark formats, systematic robustness evaluation, and visual tamper localization within a reproducible cloud environment constitutes a clear gap in the current literature [12].

The main contributions of this work may be summarized as follows:

A unified cloud-based watermarking system developed using entirely Google Colab and integrating Google Drive, which allows reproducibility of the experiment, automatic management of the files, and logging of the results in an orderly fashion without the need to install any software on the computer.

The ability to incorporate different types of watermarks, including text, logo, QR code, and hash-based watermarks, and five different modes of watermark embedding: DCT, DWT, SVD, DCT-DWT, and DCT-DWT-SVD.

A complete evaluation framework that allows the assessment of the imperceptibility of the watermark using MSE, PSNR, and SSIM measures and robustness of the watermark using NCC and BER measures in different digital attacks, and a lightweight visual tamper localization.

A complete end-to-end solution that deals with educational and administrative documents, including watermark generation, embedding, extraction, verification, and attacks in a unified cloud environment.
II. Related works 
The current section presents an examination of current research studies which investigate digital watermarking techniques that authenticate images through their deep learning methods and transform-domain techniques and tamper-detection systems that directly connect to the developed system. The researchers Kumar and Kumar [13] developed a deep learning system which uses convolutional neural networks to enable secure watermark embedding and extraction while achieving better watermark recovery results through enhanced feature learning capabilities. The researchers Liu et al. [14] developed a screen-shooting-resistant system which uses cross-attention mechanisms and U-Net to solve the problems which standard CNN-based encoding systems face while achieving more than 95% watermark recovery success during mobile phone screen-shooting attacks. The learning-based methods produce good results according to their performance tests but they need extensive training datasets and GPU processing power for their operations. The current study uses traditional frequency-domain transforms which require minimal computational power and provide complete system understanding and execute operations on standard cloud platforms without needing advanced computing equipment.
The watermarking technique based on frequency domain has gained research interest because it disperses watermark energy throughout different spectral coefficients which creates an effective method for maintaining both invisible watermarking and durable protection. Chaudhary et al. [15] used DWT and Hessenberg decomposition and SVD together with Arnold scrambling to develop a medical image protection system which achieved PSNR values reaching 49 dB while maintaining resistance against noise and compression attacks. Hamidi et al. [16] used DWT and DCT together with SIFT keypoints to develop a system that protects against geometric distortions by using scale-invariant features to determine embedding points. Harika and Noorullah [17] created a biometric-integrated system which uses DWT and DCT and SVD to secure fingerprint and signature patterns through biometric authentication which improves security while defending against attacks. Shubuh et al. [18] developed an IWT-DCT-SVD system which uses three-level IWT decomposition to embed a logo within singular values while achieving elevated SSIM and NCC results that protect copyright. Zermi et al. [19] developed a DWT-SVD system for medical imaging which inserts a watermark into the LL subband and demonstrates high protection against noise and compression within a single-watermark and non-cloud environment.

Rijati et al. [20] developed a fragile watermarking system which uses bidiagonal SVD and LSB substitution to detect and locate tampered content. Ouyang et al. [21] developed a QDFT-based semi-fragile method which uses two complementary watermarks and multi-view fusion to create smoother tampering maps, resulting in an 11% F-measure improvement over earlier techniques. Vaidya et al. [22] created a hybrid fragile and semi-fragile system which uses DWT and Schur decomposition to detect and repair tampered areas, achieving better restoration results than earlier fragile-only systems. The current research uses non-fragile watermarking which provides resistance to common attacks while ensuring high-level password protection through its watermarking technology.
Multiple research studies have investigated image authentication together with security from different aspects of their research. Gaid and Jabbar [23] developed a frequency-domain method to authenticate color images which uses transform-domain processing for image integrity verification. Ghozzi et al. [24] developed an authentication-proofing system which combines reversible logic key generation with DCT-domain processing to embed auxiliary information within transform coefficients for tamper detection at the receiver side. Jabbar et al. [25] developed a color image encryption system which operates in the DCT domain using RSA and reversible logic key generation. The system shows that DCT low-frequency coefficients create a secure protection system which requires minimal computing resources. Jabbar et al. [26] created a spatial-domain watermarking technique which uses least and most significant bits from image pixels while a self-organizing map selects best embedding positions to maintain visual quality.
The reviewed studies show major advancements in three research areas through their work on hybrid transform-domain embedding systems which deliver better performance and their study of tamper detection which includes fragile and semi-fragile schemes and their development of deep-learning systems which provide better feature extraction. The existing research fails to present a comprehensive cloud-based solution which enables users to monitor multiple watermarking methods and operates five different hybrid frequency-domain embedding techniques and performs security testing against various attack scenarios and works with educational and administrative document images. The existing research gap functions as the main reason for conducting this study.

III. The Proposed Method
A. System model

The system implementation uses a common digital image authentication framework. The authorized user submits the original image to the embedding module, which adds a private watermark before the image gets stored or shared across multiple platforms. The watermarked image can be transmitted through untrustworthy channels after which it will undergo different ways of processing and alteration. The verification stage of the system tests an image which might contain changes. The extraction algorithm is applied to recover the embedded watermark, and the extracted watermark is compared with a reference copy stored earlier. The image acceptance process uses a similarity score, which includes Normalized Cross-Correlation (NCC) because scores above the threshold show authentic images while scores below the threshold indicate tampered images.

B. Watermark generation

The proposed system supports two types of digital watermarks. The first category is static watermarks, consisting of an organization's logo and a short text displaying the company name. These watermarks clearly represent the organization's identity through their use in image embedding. The second category consists of dynamic watermarks, which utilize QR codes and SHA-256 encoded hash values. These are unique digital fingerprints generated for each file. The watermark undergoes binary or grayscale conversion and is then resized to fit the target area within the original image's conversion range. This preliminary step ensures the stability of the watermark embedding and subsequent extraction, preserving its visual quality for verification purposes.

C. Multi-mode embedding and extraction

The system can handle five different watermarking modes, each of which is linked to a different way of embedding and extracting in the transform domain. To keep the experimental and implementation reports consistent, the same mode label is used in both procedures. The DCT, DWT, SVD, DCT_DWT, and DCT_DWT_SVD modes are all called M. In DCT mode, the luminance channel of the host picture is split into 8×8 blocks, and each block undergoes a two-dimensional DCT. The watermark is in a part of the mid-frequency coefficients. When in DWT mode, the luminance channel passes through a discrete wavelet transform at one level, and the watermark is included in the coefficients of a specified subband. In SVD mode, the brightness channel or a specific region is broken down into single values. The watermark is added to the singular values, which stabilize and concentrate a large amount of the image energy. In the hybrid DCT_DWT mode, the host image passes through a Discrete Wavelet Transform (DWT) first. Then, a subband is picked, and block-based DCT is used on it before embedding. The DCT_DWT_SVD (Combo) mode breaks down the image using DWT, then uses DCT to compress the energy of some parts, and last utilizes SVD to add the watermark to the unique values. This setting was intended to provide you the optimum balance between visibility and durability. Algorithm 2 describes the whole extraction process, whereas Algorithm 1 describes the full embedding procedure.
Algorithm 1: Adding a watermark in a lot of different ways Inputs

· Host image (I)

· Watermark (W)

· Selected method: method ∈ {DCT, DWT, DCT_DWT, SVD, DCT_DWT_SVD} Outputs

· One watermarked image (I_w) (for the chosen method)

· Quality metrics: MSE, PSNR, SSIM Steps
1) Load the host image (I); convert it to grayscale; resize it if needed; normalize pixel values to a suitable range.

2) Generate or load the watermark (W); convert it to a binary image (0/1); resize it to the target size used by the embedding routines.

3) Read the user selection from the interface; set method = m, where method ∈ M.

4) According to the selected method, call the corresponding embedding block
· If method = DCT: apply the DCT–based embedding pipeline on the Y channel (8×8 DCT blocks, mid–frequency modification).

· If method = DWT: apply the DWT–based embedding pipeline (one–level DWT; watermark inserted into a chosen subband).

· If method = SVD: apply the SVD–based embedding pipeline (modify top singular values of the Y channel).

· If method = DCT_DWT: apply the hybrid DWT–DCT pipeline (DWT subband → 8×8 DCT → watermark embedding).

· If method = DCT_DWT_SVD: apply the combined DCT–DWT–SVD pipeline implemented in the Combo mode, where the watermark energy is distributed across the three transform domains.

5) Reconstruct the spatial–domain image to obtain the watermarked image Iw ; ensure pixel values are clipped to [0,255] and converted back to 8-bit RGB if needed

6) Compute MSE, PSNR, and SSIM between I and Iw ; label the visual quality (e.g., Excellent; Good; Fair; Poor).

7) Save the host image I; the watermark w; the watermarked image Iw ; and the associated metric values for later extraction and analysis.
Algorithm 2. Multi-mode watermark extraction:
Inputs

· Suspected watermarked image Iw 

· Original watermark W (reference)

· Selected method: method ∈ {DCT, DWT, DCT_DWT, SVD, DCT_DWT_SVD}

Outputs

· Extracted watermark Ŵ.

· Similarity measures: NCC, BER

· Final decision: Authentic / Tampered
Steps

8) Load the suspected watermarked image Iw; convert it to grayscale; resize it if needed to match the configuration used in Algorithm 1.

9) Ensure that the same method (m) used in embedding is selected in the interface; set method = m.

10) According to the selected method, call the corresponding extraction block:

· If method = DCT: apply the DCT-based extractor ((8 \times 8) DCT on the Y channel; recover bits from the sign or magnitude of the chosen coefficients).

· If method = DWT: apply the DWT-based extractor (DWT on the Y channel; recover bits from the selected subband).

· If method = SVD: apply the SVD-based extractor (reconstruct a watermark-like pattern from the modified singular values).

· If method = DCT_DWT: apply the hybrid DWT–DCT extractor (DWT subband → (8 \times 8) DCT → sign- or threshold-based bit recovery).

· If method = DCT_DWT_SVD: apply the Combo extractor that follows the same combined transform flow as in the embedding step.

11) Post-process the extracted pattern to obtain a binary watermark image Ŵ (e.g., thresholding to 0/1).

12) Compute the Normalized Cross-Correlation (NCC) between Ŵ and the original watermark W.

13) Compute the Bit Error Rate (BER) between Ŵ and W:
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14) Compare the NCC (and optionally BER) with predefined thresholds:

15) If NCC≥ τNCC  (and BER is low), classify the image as Authentic;

16) Otherwise, classify it as Tampered.

17) Save the extracted watermark Ŵ; the NCC and BER values; and the final decision for reporting and for inclusion in the results tables of the paper.
D. Attack simulation and evaluation metrics

The system establishes a fast verification method which verifies the authenticity of the extracted watermark through direct comparison of the original watermark W and the extracted watermark Ŵ using NCC and Bit Error Rate (BER) measurements. The same module allows users to perform standard digital attacks which include JPEG compression and additive Gaussian noise and salt-and-pepper noise and blurring and rotation and cropping and scaling. The system processes the watermarked image for each attack through watermark re-extraction and NCC and BER recalculation to assess the attack's impact on system performance. The system creates a basic tamper-localization map which uses red dots to mark areas with the most severe watermark degradation showing visual evidence of potential alteration points.
Five metrics are used to evaluate performance. The assessment of visual quality imperceptibility uses MSE PSNR and SSIM, which show better results through lower MSE and higher PSNR and SSIM values that approach 1. The system uses NCC and BER to measure its authentication and robustness capabilities, which show successful watermark recovery through high NCC combined with low BER, but show evidence of tampering through low NCC or high BER. All images receive the Authentic classification when their NCC meets or exceeds the threshold, while all other images receive the Tampered classification. The Results and Discussion section contains all metric values which were collected for performance evaluation purposes.

E. System workflow

The proposed system presents its complete workflow in Fig. 1. The user needs to initialize project folders and storage space before he can upload a host image and select a watermark type which includes text and logo and QR code and hash-based pattern, and choose one of the five embedding modes, which includes DCT and DWT and SVD and DCT_DWT and Combo. The system embeds the watermark through its embedding process which uses quick extraction to check proper watermarking by calculating NCC. The system applies standard digital attacks which include JPEG compression and Gaussian noise and salt-and-pepper noise and cropping and rotation and blur effects to the system, then it re-extracts the watermark before calculating NCC and BER. The system automatically saves all images and tamper maps and metrics to the summary file while making a final decision which authenticates each case when NCC reaches or exceeds τ, and shows all other cases as tampered.
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Fig. 1. System-level workflow of the proposed watermarking system.

IV. Implementation

A. Development environment

The system operates from a cloud environment which uses Google Colab and Python 3.x to run its code without requiring users to install software on their computers. Google Colab provides immediate execution access to a cloud CPU sufficient for transform-based image processing and a stable runtime for repeated experiments and simple project sharing through a single notebook link. The implementation uses NumPy for numerical operations and OpenCV with Pillow for image loading and saving and PyWavelets for DWT transformation and scikit-image to measure quality metrics which include MSE and SSIM and pandas to handle the automatic results file summary.xlsx and matplotlib for plotting and ipywidgets to create the interactive button-based user interface which operates inside the notebook. Google Drive functions as the permanent storage backend which creates a folder hierarchy for host images and watermark images and embedded images and extracted watermarks and attack results and tamper maps and the summary log file when the notebook establishes a connection to Drive.

B. Cloud storage and logging

The system uses a fixed folder hierarchy on Google Drive that is created automatically when the notebook is initialized. The project directory contains all necessary subfolders because host_images stores original host images and watermark_images stores watermark patterns and embedded_images stores watermarked outputs which use a common timestamp-based filename system and attacks_results stores attacked versions and extracted_watermarks stores extracted watermarks and tamper_maps stores visual tamper-localization outputs. The system uses Excel file summary.xlsx which automatically collects essential metadata from each run to record image ID and watermark type and embedding mode and attack type and MSE and SSIM and NCC and BER and final decision and timestamp. The metadata file at meta.json contains configuration information together with runtime parameters which enable users to restore the environment state during future sessions (as shown in Fig. 2). The system provides complete experimental tracking which allows different users to repeat experiments in multiple Colab sessions.
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Fig. 2. Simplified folder structure of the watermarking project on Google Drive.

V. Results and Discussion

A. Experimental setup

The proposed system was evaluated on a set of 512×512 benchmark images saved in PNG format, using four watermark types (logo, text, QR code, and hash-based). For each image and watermark, five embedding modes (DCT, DWT, SVD, DCT_DWT, Combo) were applied, and the resulting watermarked images were tested under standard attacks (JPEG compression, Gaussian and salt-and-pepper noise, cropping and rotation). Imperceptibility was measured using MSE and SSIM, while NCC and BER were used to assess robustness and authentication performance.
B. Imperceptibility results

This section assesses the first stage of invisibility testing which uses two different images to evaluate imperceptibility. Five embedding methods were tested using the same watermark and identical embedding parameters, with all images normalized to a unified resolution during preprocessing. The results show that the DCT DWT and DCT_DWT methods maintain very low MSE values which show almost no visible distortion in the watermarked image while the SVD and COMBO methods create higher distortion because they use stronger embedding techniques. The image quality did not affect the results because the algorithm and preprocessing methods showed consistent performance across different testing conditions.

Table 1 presents the numerical imperceptibility metrics for both images, while Fig. 3 provides a visual comparison that highlights the slight differences between the high- and low-quality images across the different embedding methods.
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Fig. 3. MSE comparison for high- and low-quality images across embedding methods.

TABLE I.  Baseline imperceptibility for high- and low-quality images.

	Image quality
	Method
	Alpha
	Psnr
	ssim
	ncc
	mse

	watermark-high quality_color.png
	DCT
	0.03
	48.1492
	0.9932
	1
	0.9958

	
	DWT
	0.03
	48.1421
	0.9932
	1
	0.9974

	
	SVD
	0.01
	38.3051
	0.9962
	1
	9.6065

	
	DCT_DWT
	0.03
	48.0065
	0.9935
	1
	1.0290

	
	COMBO
	0.03
	38.3051
	0.9962
	1
	9.6065

	watermark-low quality_color.png
	DCT
	0.03
	48.6769
	0.9991
	1
	0.8818

	
	DWT
	0.03
	48.6599
	0.9992
	1
	0.8853

	
	SVD
	0.01
	41.9483
	0.9994
	1
	4.1519

	
	DCT_DWT
	0.03
	48.8521
	0.9992
	1
	0.8470

	
	COMBO
	0.03
	41.9483
	0.9994
	1
	4.1520


C. Robustness of DCT_DWT and COMBO under common attacks

To further assess robustness, we compared the DCT_DWT and COMBO embedding schemes under three common attacks (Gaussian noise, salt-and-pepper noise, and JPEG compression), using both the high-quality and low-quality images. For each configuration, we measured the normalized cross-correlation (NCC), bit error rate (BER), and structural similarity index (SSIM) between the original and attacked watermarks. This setup allows a direct comparison of the two methods and reveals the impact of image quality on the extracted watermark.

TABLE II.  Robustness metrics (NCC, BER, SSIM) for DCT_DWT and COMBO under common attacks
	Image quality
	Method
	Watermark type
	Attack_type
	NCC
	BER
	SSIM

	watermark - high quality
	DCT_DWT
	HASH
	Gaussian Noise
	0.9955
	0
	0.9875

	
	
	
	Salt & Pepper
	0.979
	0.0203
	0.9529

	
	
	
	JPEG Compression
	0.9995
	0
	0.9985

	
	COMBO
	
	Gaussian Noise
	0.9955
	0
	0.9874

	
	
	
	Salt & Pepper
	0.9791
	0.0203
	0.9524

	
	
	
	JPEG Compression
	0.9995
	0
	0.9985

	watermark - low quality
	DCT_DWT
	
	Gaussian Noise
	0.9951
	0
	0.9571

	
	
	
	Salt & Pepper
	0.9786
	0.019
	0.9324

	
	
	
	JPEG Compression
	0.9996
	0
	0.984

	
	COMBO
	
	Gaussian Noise
	0.9949
	0
	0.9565

	
	
	
	Salt & Pepper
	0.9758
	0.0216
	0.9219

	
	
	
	JPEG Compression
	0.9996
	0
	0.984


Table 2 reports the numerical robustness metrics for both methods, while Fig. 5 visualizes the NCC values across attacks and image qualities to highlight their very similar behaviour.
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Fig. 4. NCC comparison for DCT_DWT and COMBO across attacks and image qualities
As shown in Fig. 4, NCC remains above 0.97 for all attacks and for both image qualities, with BER staying close to zero and SSIM at high levels. These results confirm that both DCT_DWT and COMBO provide strong robustness, and that the proposed system is only weakly affected by the initial quality of the image. Additionally, the difference between high- and low-quality images is minimal, indicating that the system performs consistently regardless of input image quality.
D. Computational cost

Table 3 reports the average embedding and extraction times per image for the five embedding modes. All methods complete both steps well below one second on the test platform, with the single-transform schemes (DCT, DWT, SVD) being slightly faster than the hybrid modes. The additional cost of DCT_DWT and COMBO are modest and remains acceptable for practical scenarios.
TABLE III.  Average embedding and extraction times per image for the five embedding modes.

	Method
	Embedding time (s)
	Extraction time (s)

	DCT
	0.18
	0.15

	DWT
	0.20
	0.17

	SVD
	0.24
	0.21

	DCT_DWT
	0.28
	0.24

	Combo
	0.35
	0.30


E. Tamper localization results

It can be said that this technology not only provides digital measurements of durability but also displays a visual report identifying manipulated areas. Furthermore, it reveals the locations of the manipulated or distorted areas. When the watermark, recovered after Gaussian distortion, is exposed, a manipulation map similar to the one shown in Fig. 6 is generated. As in this map, red dots appear directly above the distorted areas, while the unaffected parts remain intact. These results demonstrate the proposed system's ability to identify and detect such changes and provide a clear visual indicator of the modification location.
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Fig. 5. Tamper-localization output showing red markers over the affected regions.

F. Overall discussion

The findings consistently demonstrate that the proposed method strikes a balance between being forceful and remaining unseen. In the baseline test, there are only slight differences between high- and poor-quality images. However, all methods achieve clean embedding with very low MSE and perfect watermark recovery (NCC = 1, BER = 0). Both DCT_DWT and COMBO show that they are strong by keeping NCC high and BER close to zero against common attacks. The impact on image quality is minimal. The feature uses red dot maps to identify areas affected by tampering, indicating the locations where the tampering occurred. Thanks to its reliable authentication and fast location detection, the proposed system is an ideal choice for protecting images and administrative and educational documents.

VI. Conclusions
This study presents a reproducible watermarking system based on Google Colab, capable of authenticating digital images via several watermark types and five distinct transform-domain embedding modes: DCT, DWT, SVD, DCT_DWT, and DCT_DWT_SVD. The hybrid DCT_DWT and COMBO modes were able to retain NCC over 0.97 for normal attacks, and the tests showed that the embedding was always clean, with good PSNR and SSIM values. This test only uses a few images and a simple attack model. In the future, though, we will test bigger benchmark datasets, add other types of attacks (like print-scan and geometric distortions), and compare our results to those of recent deep-learning-based watermarking algorithms.
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